Padroes e Conformidade

Padronizacdao e Avaliacao da
Conformidade na Area de Seguranca



Que padroes...?

» Padroes de referéncia de grandezas fisicas

» Padroes de seguranca cibernética:

- Definicdes claras e rigorosas das “referéncias”
- Padrao versus norma

» Exemplos de padroes
- Algoritmo criptogréficos (ex. AES)
- Seguranca de Hardware (ex. FIPS 140-2)
- Arcabouco de gestao de riscos (ex. NIST CSF)
- Esquemas de validacao de software (ex. CC)
- Sistema de Gestao de Seguranca da Informacao (ex. 27001)
- Auditoria de Laboratérios (NVLAP Handbooks 150-17)
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Histérico da Padronizacao

» Padroes de medidas usados desde a antiguidade
- Controle metrologico ja existia no vale indu

» Padronizacao de porcas e parafusos - séc. XVI

» Organizacdes Nacionais de Padronizacao - séc. XX
- 1901: Engineering Standards Committee (Inglaterra)
- 1917: Deutsches Institut fir Normung (Alemanha)
- 1918: American National Standard Institute (EUA)
- 1918: Commission Permanente de Standardisation (Franca)

» Padronizacdao internacional:

- f1c>9r816agéo da IEC (International Electrotechnical Commission) em

- fundacao da ISA (depois ISO) em 1926 (resp. 1946)



Importancia da Padronizacao

> Padrdes representam a convergéncia técnica entre os
maiores especialistas em um assunto

- Descrevem as melhores praticas em relacao aquele assunto

» Definem uma base conceitual e nomenclatura comum
- Facilitam comunicacao, medicdo, comércio e interoperabilidade

> Promovem boas praticas para a economia:
- facilitam a interacao entre empresas
- facilitam a conformidade a leis e regulacdes
- aceleram a introducdo de inovacoes

- promovem a interoperabilidade entre produtos, servicos e
processos — Novos e existentes



Principios para desenvolvimento de padrdes

» Padroes devem ser uma resposta a uma necessidade do
mercado ou da sociedade

- Para serem efetivos, padrées devem ser criados como uma resposta a
uma necessidade de um setor do mercado ou da sociedade.

» Padroes devem ser baseados na opinidao de especialistas

- Bons padrées envolvem uma forte participa&éo € lideran%a de
es%ega Istas, 0os quais negociam todos os detalhes técniCos dos
padroes

» Padroes deyem ser desenvolvidos numa base “multi-
stakeholder

- Comités técnicos res ortséveis peilo desenvolvimento c&e padrc}c?s devem
incluir_especialistas do Governo, Industria, Academia, Consumidores,
Organizacoes Nao-Governamentais e Sociedade, em geral.

» Padroes devem ser baseados em consenso

- Comentarios de todos os stakeholders devem ser levados em
consideracao



Padronizacdo de Telecom

» ITU-T (ITU Telecommunication Standardization Sector)

- 17-mai-1865: assinatura da Convention Télégraphique
Internationale de Paris
» PadrOes elétricos e operacionais de telefones e telégrafos
» Posteriormente, comunica¢des por radio

- Inicio do Século XX: CCIF, CCIR CCIT

- 1956: CCITT (Comité Consultatif International Téléphonique
et Télégraphique)
- 1993: ITU-T

> Historico: padronizagdo de aspectos fisicos e
elétricos de equipamentos de telecom



Padronizacao em TIC
» Organizacdes internacionais formais
- ISO/IEC, ITU-T

» Qutros foruns internacionais
- |ETF

» Organizacoes regionais relevantes
- |[EEE, ETSI

» Instituicoes de Governos Nacionais relevantes
- NIST, BSI, ANSSI

» Instituicdes setoriais relevantes
- PCI SSC, NERC




IEEE-SA

» Institute of Electrical and Electronics Engineers
Standards Association

» Padroes em diversas areas: Tl, telecom, energia,...

» Exemplos:

- 802 Local Area Network (LAN)/Metropolitan Area Network
(MAN) Standards Committee

- tecnologias de rede: wifi (802.11), Bluetooth, Wimax,...




IETF

> Internet Engineering Task-Force

» Evolucao da arquitetura da internet e operacao da
Internet

> Publica RFCs (Requests for Comments)

» Exemplos:

- Domain Name System (DNS) security, authentication
protocols, routing protocol security, Internet Protocol (IP)
version 6, public key infrastructure, e-mail security, event
logging, network traffic encryption




ISO

» International Organization for Standardization
» Mais de 150 paises membros
» Aborda padrdes de todas as areas

» Padroes de elétrica/eletronica sao desenvolvidos em
conjunto com IEC (JTC1)

» Exemplos:
- Grupo SC17: cartdes de identificacao e identificacao pessoal
- Grupo SC27: técnicas de seguranca de TI

- Grupo SC31: identificacao automatica e captura de dados
- Grupo SC37: padroes biométricos




International Organization for Standardization
When the world agrees
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ITU-T

» ITU Telecommunication Standardization Sector

» Produz padrdées chamados Recommendations, para
redes de comunicacao

» O grupo de estudo 17 (SG17) coordena os trabalhos
relacionados a seguranca entre todos os grupos de
estudo do ITU-T.

» Exemplos:

- X.800: Security architecture for Open Systems
Interconnection for CCITT applications

- Recommendation ITU-T X.509 for electronic authentication
over public networks



Padronizacdo e Avaliacao da Conformidade

» Padroes frequentemente tém foco nos “requisitos’
- Mas é importante saber avaliar se os padroes estdo sendo
alcancados

» Testes de conformidade permitem avaliar o
atendimento aos requisitos de um padrao
- Realizados através de ensaios, inspecoes, auditorias etc.

» Avaliacao da Conformidade tém seus proprios
padroes (ISO série 17000)



Padronizacdao versus
Obscutantismo




Obscurantismo

» Principio através do qual se protefr’e a Seguranca de um
sistema #Or meio do Segredo/Sigilo dos seus detalhes de
implementacao

» Conceito predominante até o século XIX por meio da
esteganografia

» Q tratamento cada vez mais “cientifico” da Seguranca

iIbernética - apoiado eE)Qr disuEplinas como Criptografia,
omplexidade Computacional, Especificacao Formal,... -

-~

tem relegado o obscurantismo a uma pdsicao bastante

restrita. —

» O conceito ainda %bastant%,difundido
overno, Di

em setores como

l :
Militar/Defesa... pomacia




Padronizacdao versus obscurantismo

» Padronizacdao versus obscurantismo: uma decisao técnica
e politica
- Obscurantismo tem seu lugar em aplicacdes especificas
- Mas para a maioria das aplicacdes, nao € pratico ou realistico

» Desvantagens do obscurantismo

- Nao pode ser garantida ao longo do tempo
» Equipamentos criptograficos podem ser capturados por inimigo
» Desenvolvedores de software mudam de empresa (para o concorrente!)

- Reduz a visibilidade pelos usuarios a respeito das funcionalidades
do sistema

» Como se ter certeza de que um equipamento sensivel ndo esta sujeito a
manipula¢des?



Principios de Criptografia de Kerckhoff
> DESIDERATA DE LA CRYPTOGRAPHIE MILITAIRE

JOURNAL

SCIENCES MILITAIRES.

Janvier 1883.

LA CRYPTOGRAPHIE MILITAIRE.

1° Le systéme doit &tre matériellement, sinon mathématique-
ment, indéchiffrable ;

2° 1l faut qu'il n'exige pas le secret, et qu'il puisse sans incon-
vénient tomber entre les mains de 'ennemi ;

3* La clef doit pouvoir en étre communiquée et retenue sans
le secours de notes écrites, et étre changée ou modifiée an gré
des correspondants ;

4° 11 faut qu'il soit applicable & la correspondance télégra-
phique ;

5 Il faut qu’il soit portatif, et que son maniement ou son
fonctionnement n'exige pas le concours de plusieurs personnes ;

6° Enfin, il est nécessaire, va les circonstances qui en comman-
dent V'application, que le systéme soit d'un usage facile, ne de-
mandant ni tension d'esprit, ni la connaissance d'une longue série
de régles i observer.




Por que padrdes...

> Permitem “refletir” para solucdes locais as referéncias
e boas praticas internacionais

» Padrées forcam o exercicio do método cientifico

- Descricao rigorosa de conceitos, requisitos e métodos
- Compreensao plena e dominio técnico

» Padrbes faciltam a propagacao de informacao

- Estimulam a implantacdao de solu¢des de seguranca
- Caso do DES




Requisitos do Data Encryption Standard

> The algorithm must provide a high level of security.

> The algorithm must be completely specified and easy to understand.

> The security of the algorithm must reside in the key; the security
should not depend on the secrecy of the algorithm:

> The algorithm
> The algorithm

> The, algorithm
devices.

> The algorithm
> The algorithm
» The algorithm

must be
must be
must be

must be
must be
must be

available to all users.
adaptable for use in diverse applications.
economically implementable in electronic

efficient to use.
able to be validated.
exportable.



Impacto do Data Encryption Standard

» These standards were unprecedented. Never before had
an NSA-evaluated algorithm been made public. |[...]
DES did more to galvanize the field of cryptanalysis
than anything else. Now there was an algorithm to
study: one that the NSA said was secure.

Bruce Schneier, Applied Cryptography



Auditibilidade

» Possibilidade de analisar todas as caracteristicas e
os detalhes de implementacao de um sistema

» A estrutura de Padronizacdao Técnica e Avaliacao da
Conformidade leva o conceito de auditibilidade a um
novo patamar

- Modelos avaliacdo de riscos e especificacao de requisitos
sao padronizadas

- Metodologias de avaliacao da conformidade - ensaios e
testes de seguranca - sao claramente especificados

- Até mesmo os procedimentos de auditoria sao claramente
descritos



Exemplo de Padrao
(AES)

Exemplo saudavel de transicao
Academia -> Governo -> Indlstria

l
A
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The Rijndael Block Cipher ~ AES Proposal

AES Proposal: Rijndael

Joan Daemen, Vincent Rijmen

Vincant
Katholieke Universiteit Leuven, ESAT-COSIC
K. Mercierlaan 94

Zweefvilegtuigstraat
B-1130 Brussel, Belgium B-3001 Heveriee, Belgium
daemen. j@protonworld.com vincent.rijmen@esat kuleuven.ac.be




Federal Information
Processing Standards Publication 197

November 26, 2001

Announcing the
ADVANCED ENCRYPTION STANDARD (AES)

Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
Institute of Standards and Technmology (NIST) after approval by the Secretary of Commerce
pursuant to Section 5131 of the Information Technology Management Reform Act of 1996
(Public Law 104-106) and the Computer Security Act of 1987 (Public Law 100-235).

Name of Standard. Advanced Encryption Standard (AES) (FIPS PUB 197).

6. Applicability. This standard may be used by Federal departments and agencies when an
agency determines that sensitive (unclassified) information (as defined in P. L. 100-235) requires
Ocher FIPS-approved cryptographic algonithms may be used in addition to, or in licu of, this
standard. Federal agencies or departments that use cryptographic devices for protecting classified
information can use those devices for protecting sensitive (unclassified) information in lieu of
this standard.

In addition, this standard may be adopted and used by non-Federal Government organizations,
Such use is encouraged when it provides the desired security for commercial and private

T




International Organization for Standardization
Great things happen when the world agrees
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ISO/IEC 18033-3:2010 =+~
Information technology - Security techniques - Encryption algorithms - Part 3: Block ciphers

Buy this standard
This stardard was last reviewed and confiemed i 2016, Therefoce this version format
remains Currest. | v POF Englsh 3
Paper Englsh 3
ISO/KEC 18033 spacifies encryption systems (ciphers) for the purpose of data
confidentialey,
ISO/EC 18033 3:2010 specifies Mock ciphers. A biock cigher is a symmetric encipherment CHE 1 7 8

system with the paaperty that the escryption aigorihm opetates on 2 Slock of plainteat, i,
& string of Bits of & Sefined leagth, 10 yield & block of cptetext.

ISO/EC 18033 3:2010 specifes following algodithms:
o 64-b% block ciphers: TDEA, MISTY], CAST-128, MGHT; Gotaqueston?
o 12850t black Cphers: AES, Camellia, SEED. Check ot osr FAQS

NOTE The primary purpose of encryption (or enciphemment) techniques is 1o protect the
confidentislty of stoted or traramitied data. An encryption algorithm Is agplied to data




Na pratica

Onde esses “padrdes de O
seguranca estdo sendo aplicados?




emplo de aplicacao: ICP-Brasil

Cartio tifzado para assine documento
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Equipamentos que sofrem este
tipo de avaliacao no Brasil

Medidores Inteligentes Equipamentos Criptograficos Reg. Eletr. de Ponto




cA/8RONSER FORU

Home » About the CABrowser Forum
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ABOUT THE CA/BROWSER FORUM RECENT WS

o Ballot Forum 9. Baws and Server Conticate
Werking Growp Charter Updates May 21, 2019

The CA/lirowser Forum is governed By Bylaws, which weee frst adopted In 2012, The Bylaws set forth » Baliot SC19: Phone Contact with DNS CAA
e quaitcations or Membership in the Farsm. and the types of participation that ace allowed for aon. Phane Contact w2 May 21. 2019
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organizations. sumbers for BV certficates May 21, 2019

Baseline Requirements
for the
Issuance and Management of
Publicly-Trusted Certificates

6.2.7. Private Key Storage on Cryptographic Module

The CA SHALL protect its Private Key in a system or device that has been validated as meeting at least FIPS 140
kevel 3 or an appropriate Common Criteria Protection Profile or Secunity Target, EAL 4 (or higher), which includes
requirements to protect the Private Key and other assets against known threats.




Outro exemplo: certificacdao de pessoas

> Reconhecimento formal dos conhecimentos, habilidades,
atitudes e competéncias do trabalhador, requeridos pelo
sistema produtivo e definidos em termos de padrées ou
normas acordadas. .
[Clossario de Termos Técnicos - o
y TCEe;i'tlflcac_;éo e Avaliacdo de Competéncias (OIT /

> Reconhecimento formal por um organismo de certificacao,
de que uma pessoa atende a requisitos estabelecidos em
normas especificas
[Texto-base do projeto ABNT/CEE-99 -
Terminologia para Certificacdo de pessoas]




Certificacao de pessoas

» Avaliacao de evidéncias

- Treinamento (frequéncia a um curso) - evidenciado por
diploma ou certificado

- Experiéncia (tempo de atuacdao na area) - evidenciada por
declaracdes e contratos de trabalho

» Examinacao de competéncia
- Exame tedrico sobre campo especifico do conhecimento
- Prova pratica em condicdes reais de atuacao -




Exemplo de esquema de certificacao de
pessoas: ISACA/CISM

Organismo Organismo de
Acreditador Treinamento e
ANSI Avaliagao
ISO 17024 “Norma”
%
Reconhece : -
. Capacita/Avalia
competéncia a pessoa
v
Organismo de -
ST | 99'3':-;9-@- B e -> Pessoa
ISACA “Norma
- CISM
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Padrdes importantes
para Seguranca da

Informacao

Common Criteria, FIPS 140-2,
ISO/IEC série 27000, ISO série 17000




Common Criteria
ISO/IEC 15408



Padroes ISO/IEC Common Criteria
» ISO/IEC 15408-1:2009

- Information technology -- Security techniques -- Evaluation criteria
for IT security -- Part 1: Introduction and general model

» ISO/IEC 15408-2:2008

- Information technology -- Security techniques -- Evaluation criteria
for IT security -- Part 2: Security functional components

> ISO/IEC 15408-3:2008

- Information technology -- Security techniques -- Evaluation criteria
for IT security -- Part 3: Security assurance components



Objetivo do Common Criteria

» Common Criteria provides assurance that the process
of specification, implementation and evaluation of a
computer security product has been conducted in a
rigorous and standard and repeatable manner at a
level that is commensurate with the target
environment for use.



THE COMMON CRITERIA

Common Criteria

The Common Criteria for Information Technology Security Evaluation (CC), and the companion Comme Df
MMM(m)mmmmmmmmmmmmmm
Arrangement (CCRA), which ensures that:

* Products can be evaluated by competent and independent licensed laboratories so as to determine the fulfiiment of particular securty properties,
10 a certain extent or assurance;

* Supporting documents, are used within the Common Criteria certification process to define how the criteria and evaluation methods are applied
when certifying specific technologies;

« The certification of the security properties of an evaluated product can be Issued by a number of Certificate Authorizing Schemes, with this
certification being based on the result of their evaluation;

« These certificates are recognized by all the signatories of the CCRA.

The CC is the driving force for the widest available mutual recognition of secure IT products. This web portal is available to support the
information on the status of the CCRA, the CC and the certification schemes, licensed laboratories, certified products and related information,

news and events.,

Certificate Authorizing Members Certificate Consuming Members
ol I LS e B — e =
A | ] pa— P N [pe— _—
-‘ﬁghﬁuﬁ -=;_




L m V3-1. m 5

Click here for information about the CC/CEM maintenance process.
CC v3.1 Release 5 consists of three parts. Make sure to download and use these files:

Part 1: Introduction and general model
Part 2: Security functional requirements

Part 3: Security assurance requirements

CEM v3.1 consists of one part:

CEM
CEM

Addenda to the CC and CEM

PDF

) CCPART1V3.1RS5.pdf

) CCPART1V3.1R5 marked changes.pdf
) CCPART2V3.1RS. pdf

) CCPART2V3.1R5 marked changes.pdf
) CCPART3V3.1RS5.pdf

) CCPART3V3.1R5 marked changes.pdf

T CEMV3.1RS, pdf




INTERNATIONAL ISO/IEC
STANDARD 15408-1

Third edition
2009-12-15

2014-01-15

Information technology — Security

techniques — Evaluation criteria for IT
security —

Part 1:
Introduction and general model

Technologies de linformation — Techniques de sécurité — Critéres
d'évaluation pour la sécurité Tl — Partie 1: Introduction et modéle
général




Foreword

ISO (the Intemational Organization for Standardzaton) and EC (the Inmernatonal Electrolechnical
Commission) form the specialized system for woridwice standarcizason, National bodies that are members of
ISO or IEC particpate in the development ol Intemnational Standards through technical commitiees
established by the respectve organization 10 deal with particular feids of technical activity, ISO and IEC
Wmmmhmmammmmmw

and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, 1SO and IEC have established a jont technical committes, ISONEC JTC 1,

International Standards are drafted in accordance with the nues given in the ISOAEC Directives, Part 2,

The main task of the joint technical commitiee is to prepare International Standards. DraRt International
Standards adopted by the joint technical commitiee are circulated 10 national bodies for voting. Publication as
an International Standard requires appeoval by at least 75 % of the nasonal bodies casting a vote.

Attention s crawn to the possibiity that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISONEC 15408-1 was prepared by Joint Technical Commitiee ISONEC JTC 1, Information fechnology.,
Subcommitmee SC 27, IT Securily techniques. The identical text of ISONEC 15408 is published by the

This tird ecdtion cancels and replaces the second edition (ISONEC 15408-1:2005), which has been
technically revised.

ISONEC 15408 consists of the following parts, under the general title Information technalogy — Secunity
fechniques — Evaluation critéria for IT secunly.

—  Part 1: Introducton and general model
= Part 2: Security functional components
—  Part 3: Securily asSUrance Components

This comrected version of ISONEC 15408-1:2009 Incorporates miscellanecus editorial comrections related to
the following:

— terminology: coraction for the terms “security problem® and “security domains®;
- clause 8.3: explanation of strict conformance, removal of former Figure 4.




may MR COnBUmars 10 Getermine whsther these |T products Sl thew securty needs.

BOAEC 15408 & useful a8 a gude Y e dovelopment, evaluaton andor proourement of T products with
socunty lunctionainy

ISOAEC 15408 is imentonaly faxbie, enabing a range of evaluation mehods 10 be apphed 10 a range of
secunty properties of & range of IT products. Therelore users of he standard are cautioned 10 exencise care

Consequently, e fact !t an IT product has been avalusied has meaning only In the contex! of T securty
SIOPerSed Hal were eviualed And the evaluaton Methods that wire used. Evalason sthortes am advised
W0 carellly check the products, properties and methods 10 delermine that an evaluaton wil provide

resuts. Addtonally, purchasers of evelusted products e advised 10 carebly consider ths
contax! 10 detireing whaiher the evilusted product is usedul and appicalio 1o ek Specific stustion and
noods.

ISOAEC 15408 addrassas protection of assets Fom unithonsed daciosure, modiication, o loss of use. The
CHMgories of Protecton relating 10 Tse Pree types of falure of security e commonly called confidentaity,
imegrity, and avalabity, respectvely. ISONEC 15408 may aiso be applcable 10 aspects of IT security cutsde
of these thvee. ISONEC 15408 is sppicable 10 risks ansing fom human actvites (Malcious or otherwise) and
% risks arisng from rontuman activiies, Apart rom (T securty, ISONEC 15408 may be appled in other
areas of IT, Byt makes no clam of appicabity n Pese wreas.

Cortan W0pics, Decause they nvolve specaised lechnigues o Decause Tay are somawha! perpharal o IT
secunity, e considerad 10 be cutsde the scope of ISONEC 15808, Some of these ae identfed below

&) ISONEC 15400 doss not contan secunly evahaton cilera perdsinng 10 sdmnstrative securlty
moksures rol relatnd drecty 10 the IT security functionality. However, it & recognised that sgnificant
secunty can ofien be achieved through of Supponed by administrative measures such as organsatonal,
personnel, physical, and procedural conrols.

B) The evalation of some lechncal physcal asgects of IT sacurly Such 48 SMCYOMAGNEC emanaton
control is not specificaly covered, although many of the concepts addressed will be applcable 10 ™t
wea.

¢} ISONEC 15808 does not address the evaluason methodology under which e criteria should be appled.
This methodology Is gven in ISONEC 18045

&) [ISONEC 15408 does not address the adminstative and legal framework under which e criteria may be
apphed by evaluation authorties. Mowever, it s expected hat ISONEC 15408 wil be used or evaliaton
Prposes in the context of such & famework

e} The procedures for use of evaluation resulls n acorediation are outside The soope of ISONEC 15808,
ACCIRSRAtON B e A0S ative DrooRss whiersly aUthorty i granted for e operation of an IT product
(or collection hereo!) in s Il operatonal enveonment Includng all of its non-IT parts. The resuls of the
CvRUAtON PAOCESE AM0 AN INSUT 10 the RECeSMNON PIOcesE. HOowever, &S Other 1eChnigues re Mo
azpropriate for Mo assessments of non T related Sroperties and ther selationship 1 the IT secusty pans,
BCTeONs shoukS make separale Provisons 10r NOse aspects

N The subiect of criteria ior he assessment of the nherert Gualtes of ryplograghc sigonthms iy not
covered in ISONEC 15408. Should independent assessment of matemascal properties of oryplogragthy
be required, e evaliation schame under which ISONEC 15408 & appled must make provision for such
ASSOSLMEMS.

IS0 terminciogy, such as “can”, “nformaive”, "may”, "normative”, “shal™ and "should” used twoughout the
document ate defirnd in e ISONEC Directves, Part 2. Note hat the term “should” has s additonal measing
appicable whan using s standard. See e note below. The loliowing defintion s given %or the use of
o In ISONEC 15400,

should

wihin formatve Jeod, “Should” indicates “That among seversl possites Ore i recommended &8 partoularly
sulable, Wihout menioning o eaticding others, O tha! & Cartain Course of action & prefered But not
necessarly required.” (SOVEC Dvectives, Part 2).

NOTE ISOAEC 15408 IMmonprens Ot Ne0esSanly reQuied” 10 MOAN TNl e ChO0 Of AN0Ther DOSSDITY POQuUes 3
JRCation of why e praformod opBon was not chosen.




Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:
Introduction and general model

1 Scope

This part of ISONEC 15408 establshes the general concepts and principles of IT security evaluation and
specifies the general model of evaluation given by various pars of the standard which in its entirety is meant
to be used as the basis for evaluation of security properties of IT products.

Part one provides an overview of all parts of ISONEC 15408 standard. It describes the various parts of the
standard; defines the terms and abbreviations 10 be used in all parts of the standard; establishes the core
concept of a Target of Evaluation (TOE). the evaluation context and describes the audence 1o which the
evaluation criteria are addressed. An introduction to the basic security concepts necessary for evaluason of IT

products is given,

It defines the various operations by which the functional and assurance components given in ISONEC 15408.2
and ISONEC 15408-3 may be tailored through the use of permitied operations.

mmmawmmm packages of security requirements and the topic of conformance
are speched and the consequences of evaluation, evaluation results are cescrived. This part of ISONEC
15408 gives guidelnes for the specfication of Security Targets (ST) and provides a descripton of the
crganization of components throughout the model. General information about the evaluation methodology are
given in ISONEC 18045 and the scope of evaluation schemes is provided.

2 Normative references

The foliowing referenced documents are indispensable for the application of ISOAEC 15408 part 1. For dated
references, only the ecition cted apples. For undated references, the katest edtion of the referenced
document (including any amendments) apphes.

ISONEC 15408-2, Information technology — Secunly techniques — Evabaton critera for IT securty -
Part 2. Security functional components

ISONEC 15408-3, Information lechnology — Secunty techniques — Evalation criteria for IT security -
Part 3: Securily 8SSWance componants

ISONEC 18045, Information fechnalogy — Security techniques — Methodology for IT secunlty evaluation
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Target of Evaluation (TOE)

» the product or system that is the subject of the
evaluation. The evaluation serves to validate claims
made about the target. To be of practical use, the
evaluation must verify the target's security features.



Protection Profile (PP)

» a document, typically created by a user or user
community, which identifies security requirements for a
class of security devices (for example, smart cards used
to provide digital signatures, or network firewalls) relevant
to that user for a particular purpose. Product vendors can
choose to implement ﬁroducts that comply with one or
more PPs, and have their products evaluated against
those PPs. In such a case, a PP may serve as a template
for the product's ST (Securlt?/ Target, as defined below),
or the authors of the ST will at least ensure that all
requirements in relevant PPs also appear in the target's
ST document. Customers looking for CFar‘cic.ular types of
products can focus on those certified against the PP that
meets their requirements.



Security Target (ST)

> the document that identifies the security properties of the
target of evaluation. The ST may claim conformance with
one or more PPs. The TOE is evaluated against the SFRs
(Security Functional Requirements. Again, see below)
established in its ST, no more and no less. This allows
vendors to tailor the evaluation to accurately match the
intended capabilities of their product. This means that a
network firewall does not have to meet the same
functional requirements as a database management
system, and that different firewalls may in fact be
evaluated against completely different lists of
requirements. The ST is usually published so that
otential customers may determine the specific security
eatures that have been certified by the evaluation.



Collaborative Protection Profile (cPP):

> A Protection Profile collaboratively developed by an
International Technical Community endorsed by the
Management Committee. A cPP and related
Supporting Documents define the minimum set of
common security functional requirements and the
Achievable Common Level of Security Assurance. It
addresses vulnerability analysis requirements to
ensure certified products reach an Achievable
Common Level of Security Assurance.
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Scope

It is mutually understood that, with respect to IT Products and Protection Profiles, the Participants
plan to Recognise the Common Criteria Certificates which have been authorised by any other
Certificate Authonsing Participant in accordance with the terms of this Arrangement and in
accordance with the applicable laws and regulations of each Participant. This Arrangement
covers certificates with claims of compliance against Common Critena assurance components of
either:

1) a collaborative Protection Profile (cPP), developed and maintained in accordance with Annex
K, with assurance activities selected from Evaluation Assurance Levels up to and including
level 4 and ALC_FLR, developed through an International Technical Community endorsed by
the Management Committee; or

2) Evaluation Assurance Levels 1 through 2 and ALC_FLR’.

The scope may be modified with the consent of the Participants in this Arrangement at any time,
in accordance with the provisions of Article 14, by addition or removal of assurance levels or
components.

As detailed 1n Part 3 of the Common Critena for Information Technology Secunty Evaluation




Security Functional Requirements (SFRs)

> spec‘i(f;y individual securit1y functions which may be

provided by a product. The Common Criteria presents
a standard catalogue of such functions. For example,
a SFR may state how a user acting a
garticular role might be authenticated. The list of

FRs can vary from one evaluation to the next, even
If two targets are the same type of product. Although
Common Criteria_does not prescribe any SFRs to be
included in an ST, it identifies dependencies where
the correct operation of one function (such as the
ability to limit access according to roles) is
dependent on another (such as the ability to identify
individual roles).



Security Assurance Requirements (SARs)

» descriptions of the measures taken during development
and evaluation of the product to assure compliance with
the claimed security functionality. For example, an
evaluation may require that all source code is kept in a
change management system, or that full functional testing
is performed. The Common Criteria provides a catalogue
of these, and the requirements may vary from one
evaluation to the next. The requirements for particular
targets or types of products are documented in the ST
and PP, respectively.



Evaluation Assurance Level (EAL)

» the numerical rating describing the depth and rigor of
an evaluation. Each EAL corresponds to a package of
security assurance requirements (SARs, see above)
which covers the complete development of a product,
with a given level of strictness. Common Criteria lists
seven levels, with EAL 1 being the most basic (and
therefore cheapest to implement and evaluate) and
EAL 7 being the most stringent (and most expensive).



a
History

» CC originated out of three standards:

- E'SEC Thﬁ Eklrc% ealn standacli'dthdebe(wfed in the early 19?05 by Frar?ce
erman e Netherlands an ¢ s a upification of earlier
work, sgc as the two 8?( approaches the %E\g% lle Eva uatlon cheme
aimed at the defence/intelligence market and the Green Book aimed
2h§oerlnlgmerual use), and was adopted by some other countries, e.g.

- CTtCPECd The Canadian standard followed from fheb Us Dthstan?ard
%St a;t’gé 36 g Severat problems AN BEcUsEd lointly, oy gvaluators, fram
ay

- TCSEC The Unlted States Department of Defense DoD 5200.28 Std,
ga ef(d the O ggfe Book and parts of the Rainbow Series. The Orange
|nate rom omp uter ecurit work mcludlng the Anderso
e ort, done atlonal Security Agenc the National Bureau
?aféjé’néds_lﬁ e NBS tually b%ca e NIST |n the late 1970s and
ar he centra eS|s of rang k follows from the
%%r: j C I%Qr% Sb Dave Bell and Len LaPadula for a set of protection



Testing organizations
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In Canada, the Standards Council of Canada (SCC) under Program for the
Accreditation of Laboratories (PALCAN) accredits Common Criteria
Evaluation Facilities (CCEF)

Ie France, the Comité frangais c_{',a_ccréditation (fr) ( OJ%\C) accredits
ommon Criteria evaluation facilities, commonly called Centre d'évaluation
ge la securge d%s technologlézs tdedlln(gormathn (fr)b(CtEhSTI}\. Evaluatlotns a{e
one according to norms and standards specifi e Agence nationale
de la s((;ecurité1 gdes systrgmes d'inf%rmation ?ﬁNggl? 4 8

In the UK the United Kingdom Accreditation Service (UKAS)
accredits Commercial Evaluation Facilities (CLEF)

In tRe LlJS, thﬁ|Nﬁtiﬁn?l Insltitutle ?f Stangards andA ot
P RIVIAR) st Lo e e b aetries (CCTL
In Germany, the Bundesamt fiir Sicherheit in der Informationstechnik (BSI)

In Spain, the National Cryptologic Center (CCN) accredits Common
Criteria Testing Laboratories operating in the Spanish Scheme.

In The Netherlands, the Netherlands scheme for Certification in_the Area of
IT Security (NSCIB) accredits IT Security Evaluation Facilities (ITSEF).
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Purpose of the Arrangement
The Participants in this Arrangement share the following objectives:

a) to ensure that Evaluations of Information Technology (IT) Products and Protection Profiles
are performed to high and consistent standards, and are seen to contribute significantly to
confidence in the security of those products and profiles,

b) to improve the availability of evaluated, security-enhanced IT Products and Protection
Profiles;

c) to eliminate the burden of duplicating Evaluations of IT Products and Protection Profiles,

d) to continuously improve the efficiency and cost-effectiveness of the Evaluation and
Certification/Validation' process for IT Products and Protection Profiles.

The purpose of this Arrangement is to advance those objectives by bringing about a situation in
which IT Products and Protection Profiles which earn a Common Criteria Certificate, as per the
requirements of the CC standard, can be procured or used without the need for further
Evaluation. It seeks to provide grounds for confidence in the reliability of the judgements on which
the original certificate was based by requiring that a Certification/Validation Body (CB) i1ssuing
Common Cnternia Certificates should meet high and consistent standards.




Mutual recognition arrangement

> As well as the Common Criteria standard, there is also a
sub-treaty level Common Criteria MRA (Mutual Recognition
Arrangement), whereby each party thereto recognizes
evaluations against the Common Criteria standard done
by other parties.

» Originally signed in 1998 by Canada, France, Germany,
the United Kingdom and the United States, Australia and
New Zealand joined 1999, followed by Finland, Greece,
Israel, Italy, the Netherlands, Norway and Spain in 2000.

> The Arrangement has since been renamed Common
Criteria Recognition Arrangement (CCRA) and membership
continues to expand




Mutual recognition arrangement

> Within the CCRA only evaluations up to EAL 2 are mutually
recognized (Including augmentation with flaw remediation).

» The European countries within the former ITSEC agreement
typically recognize higher EALs as well. Evaluations at EALS
and above tend to involve the security requirements of the
host nation's government.

> In September 2012, a majority of members of the CCRA
produced a vision statement whereby mutual recognition of CC
evaluated products will be lowered to EAL 2 (Including
augmentation with flaw remediation). Further, this vision
indicates a move away from assurance levels altogether and
evaluations will be confined to conformance with Protection
Profiles that have no stated assurance level. This will be
achieved through technical working groups developing
worldwide PPs, and as yet a transition period has not been
fully determined.



CCRA new vision

» Recognition of evaluations against only a
collaborative Protection Profile (cPP) or Evaluation
Assurance Levels 1 through 2 and ALC_FLR.

» The emergence of international Technical

Communities (iTC), groups of technical experts
charged with the creation of cPPs.

» A transition plan from the previous CCRA, including
recognition of certificates issued under the previous
version of the Arrangement.



Protections Profiles and
Collaborative Protections
Profiles
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Protection Profiles Statistics s Download CSV Collaborative Protection Profiles Archived Protection Profiles

expand/collapse all categories
- Access Control Devices and Systems — 3 Protection Profiles
Biometric Systems and Devices — 2 Protection Profiles
= Boundary Protection Devices and Systems — 11 Protection Profiles
Data Protection — 10 Protection Profiles
~ Databases - 3 Protection Profiles
© ICs, Smart Cards and Smart Card-Related Devices and Systems -~ 71 Protection Profiles
= Key Management Systems — 4 Protection Profiles
= Mobility — 4 Protection Profiles
“1 Multi-Function Devices ~ 2 Protection Profiles
~ Network and Network-Related Devices and Systems — 12 Protection Profiles
~ Operating Systems - 2 Protection Profiles
=1 Other Devices and Systems — 49 Protection Profiles
= Products for Digital Signatures - 19 Protection Profiles
=1 Trusted Computing — 6 Protection Profiles

* A PP winout 2 Cortfication Report Indicates that no Cetermination of ComEIance 10 the CL/CEM (APE ciass) has yet Doen made. Consequenty, the PP is outsice CORA mutual recognition. Some schames may certly 2 PP upon first use in combination
WIS 80 [T product evaluation, 1n That case, 20 evaludtion of a0 IT product where the Security Target Caims Complande 10 these colabordtve Protection Profies must indude the reevant work units nelsted 10 the ASE cass
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1 PPintroduction

1.1 Introduction

mwmdmmndmwwemu»mm
demand for functsons of a so called smart gnd. A smart gnd hereby refers to a commodaty’ network
that ielligently mtegrates the bebavsour and actions of all entsties commected 10 it — supphiers of
natural sesouroes and energy, its consumers and those that are both — m order 10 efficiently ensure a
more sustanable, ecosomuc and secure supply of a certain commodity (defimtion adopted from
In s visson such a st gnd would allow 10 mvoke comsumer devices 10 regulate the load and
avaslabilsty of resowrces or energy in the gnd e g by using consamer devices to store energy or by
tnggenng the use of energy based upon the current load of the gnd” Basic features of such a smart use
of energy or resources are already reality. Provaders of electncity s Gemany, for example, have w©
offer a1 least one tanff that has the parpose 10 motivate the conswmer 10 save energy
In the past, the production of electncity followed the demuad/consamption of the consumers
Coasidenng the strong mcrease mn renewable energy and the production of energy as a side effect m
heat generation today, the consumptiondemand has 10 follow the — often externally controlled —
production of energy Sumalar mechamsms can exast for the gas network to control the feed of biogas
or hydrogen based on mformation submutted by consumer devices.
An essential aspect for all considerations of a smart gnd 15 the so called Smart Metenng System that
meters the consumption or production of certman commoditses at the consumer’s side and allows
sending the informatson about the coasumption or prodiaction to extemal entites, whach is then the
basis for e.g balling the consumption or production.
Tlus Protection Profile defimes the secunty objectives and corresponding requiremnents for a Gateway
which 15 the central commmnicatica component of such a Smart Metenng System (please refer o
chapter 142 for 2 more detailed overview) The PP is directed 10 developers of Smast Meter
Gateways and mforms them about the requirements that have to be mmplemented It s further directed
10 stakeholders beang responssble for purchasang Semaat Meter Gaseways.
Thﬁmd&dmﬂbﬁ)hudumhdntud«mnaek«muzm
hardware and software' firmware” used for collection, storage and peovision of Meter Data* from one
ot more Meters of one or nusdtiple commodaties.
The Gateway connects 2 Wade Area Network (WAN) wath a Network of Devaces of one or more Smast
which hosts Controllable Local Systems (CLS). The secunty functionality of the TOE compnses

* protection of confidentiality, authenticity, integnty of data and

* mformaton flow control
mainly to protect the privacy of consumers, to ensure a rehiable billing process and to protect the Smart
Metermg System and a corresponding large scale mfrastructure of the smart gnd. The avaalabulaty of
the Gateway 15 not addressed by this PP
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Collaborative Protection Profiles (cPP) and Supporting Documents (SD) Drenction brofiies] [Acchived Frovsctien Frofies

The lists below contain collaborative Protection Profiles and related Supporting Documents developed openly by interational Technical Communities (iTC) consisting of vendors,
test laboratories, CORA nations, and academia.

cPPs with SDs that have completed review by the CCDB for compliance with the CC and CEM

The cPPs below include SDs that have completed CCDB review for compliance with the CC and CEM and are therefore available for use under the terms of the Commeon
Criteria Recognition Arrangement (CCRA). Evaluations conducted against cPPs on this list are mutually recognized according to the terms of the CCRA.

<This list currently has no items.>
cPPs with SDs that are currently being reviewed by the CCDB for compliance with the CC and CEM

The following list contains collaborative Protection Profiles (cPPs) available for use. However, each Supporting Document (SD) iisted below is currently being reviewed by the
CCDB for compliance with the CC and the CEM. These documents are made available here in order to assist the iTC and to enable evaluations to take place as quickly as
possible while the (necessarily thorough) CCDB review and voting process takes place. Not all schemes need to use these documents (although national endorsement
statements may of course mandate their use). Those that do are encouraged to share experiences/recommendations with the ITC.

Products evaluated and certified using these documents are mutually recognized under the CCRA since the scheme performing the evaluation will ensure consistency with the
CCaMMCEM.MMwWCCDBMMMmSOBMMvameﬂlebegmmdmmywwommmw

these before resubmitting to the CCDB review process. If an SD requires muRiple CCDB reviews prior to approval, until the SDs are approved, the non-compliant
parts of the SDs will be replaced by CEM activities. Once the documents have been approved by the CCDB they will be moved to the upper section and become mandatory.

expand/collapse all categories
! Boundary Protection Devices and Systems ~ 2 Protection Profiles
! Data Protection — 5 Protection Profiles
=1 Network and Network-Related Devices and Systems ~ 2 Protection Profiles

" A PP winout 8 Certfication Report Indicatis that no Getermination of compilance 55 the CCATEM (APE class) has yet Deen made. Consacuentyy, the ¢PP 1§ Outside CORA mutudl recogviion. Some schames maly cortfy 3 CPP upon first use I comblation
WIES 30 1T Droduct evaiuation, [N TR Case, 30 vuation of a0 [T Sroduct whert Bha Securly Tarpot Cailmg ComMpiancn B0 thase Coladoritve Profection Profiits Must NCUSE e NEVESE work Jnits rolated 10 the ASE Cals.




= Network and Network-Related Devices and Systems ~ 2 Protection Profiles
Protection Profile

collaborative Protection Profile for Network Devices v2.0 + Errata 20180314
* Protection Profile
¢ Supporting Docyment
¢ Engorsement Statement

collaborative Protection Profile for Network Devices v1.0

2.0€

1.0

None

2018-03-14

2015-02-27




collaborative Protection Profile for Network Devices v2.0 + Errata 20180314 Endorsement Statements

An important aspect of the cPP development process is that it encourages each CCRA Participant to make a public statement about their interest
in the development and use of each cPP, through the creation of a Position Statement (PS) and, after the publication of the ¢PP, an Endorsement
Satement (ES). These statements are intended to make dear the views of the CCRA Participant on the need for the relevant cPP, and the
suitability of the interim deliverables (the ESR, SPD, etc.) to match the CCRA Participant's national requirements. This enables iTC members to
make an informed estimate of the benefits that will justify their participation in the iTC.

At its most general level, an Endorsement Statement is a formal statement of commitment to a finalized cPP, with a description of how that
commitment is realized (e.g. by listing conformance with the cPP as a8 mandatory, preferred or recommended procurement requirement for
certain types of equipment and/or placing conformant products on an ‘approved product list’). By contrast, a Position Statement allows free-
format comment on a cPP/SD, or the interim deliverables from an iTC, but does not represent a formal commitment by its author.

Both Position Statements and Endorsement Statements may relate to one or more cPPs. If 3 statement relates to more than one cPP, then the
content of the statement must identify which cPPs it relates to.

Endorsement Statements

Links to the endorsement statements are provided below:

» NIAP (United States): Endorsement Statement
« AISEP (Australia & New Zealand): Endorsement Statement




& ‘/’ National Information Assurance Partnership

NIAP CCEVS Endorsemsent Statement
Network Device collaborative Protechion Profile
Veron 2 0, &sted 5 May 2017

6 by N7
V10

STATEMENT NIAP endorses the Netwock Devace (ND) collsborative Protection Profile (cPP) Verson 2 0,
duted § May 2017 NIAP sticipates updates 1o this vermon of the PP based oa the cagomg T1S md NTP

whgoop :d expects timely peblicatos of 3 senor senos.

With thas endorsemaent, prodacts sucoessfully evabasted agaczet the ND PP that demmosstrate exact conformance
1 the PP, 2nd @ complance with all NEAF policies, will be placed on the NIAP Froduct Complunt List
B

PURPOSE The mtent of s Endorsensent Statemnent 15 %0 make it peblicly known tat NIAP CCEVS:
*  secopuires & ood for evadumed devices Dt are st for e wie cases Mentified in the ND PP, %
x bode &it-deted setwork devcer,
o comsaders e Probiem Defistion ad Fasoeal
e St:'y — esslang Secarry Fnpaiemmsts appeopaiste

*  bebeves fhe ND PP’y compusson Sepporting Docessent rul-m“m
Wﬁn”.mnhhwm will pradace commparabie resals

SCOPE. NIAP wall sevant ity endorsemsent during each selemse of the ND ¢PP aad SD. If NIAP contimses b
endorse mbneguest releases of e ND PP, 2z updated Endorsersent Statesuest will be publabed

Ol Supmet By
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AISEP ENDORSEMENT STATEMENT

Network Device collaborative Protection Profile
Version 2.0, dated 05 May 2017

1 The Awtralanus Carnficaton Avthorry Az_h-d’dnu&mt
mmmmm«m 0, daved 05 May 2017
2 The ACA 2 s0ed for evalasted devices that are satable for She wie

cases sdentfied = the ND cPP The ACA beluves that the ND PP sseets e intent of
the ESK and conmders the Security Pyoblem Defirstion snd resulteg Security
Fanctonal Raquuements appropruate for the mtended we cases

) Prodect seccessfly evalaated aganst the ND P that demonstrate exact
condbrmuance (exact cogformance & addrezzed wnder Addends 1o the CC and CEM
CCDEJ01 7051 7) 1o B <IP. sad m compliance with all AISEP pobicies, will be
placed cn the ASD's Evalused Products List (EPL)
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collsborative Protection Profile for Netwock Devices

collsboraave Protecncn Profile for Network Devices

collaborative Protection Profile for
Network Devices

Versicn 2 0 + Errata 20180314
14-Mareh- 2013

SD)

0.2 Scope of Document

The scope of the PP within the m=d evaluatics procest it descrided in the
Common Critena for Indormation T Secunty Evaluason [OC) In particslar, 2 PP
defines the IT secunty requarenents of a proenc type of TOE aad specifies the fimctional and

ssrance meassres 0 be offered by $iat TOE 1o meet stated seqrasemaents [CC1,
Secticn C 1) v

The urget sudiences of fus cPP are developers, OC conmuners, systern tstegratorns, evaluson
nd schemes

Althoegh he ¢PPs mnd SDs ey contain snor editornd emmors, ¢PPs are recogazed a4 lnasg
documents and e 1TCs ae dodomted 10 cegotng wpdates and revimons.  Please repoct amy
nsues to the NDFW (TC.

04 Related Documents

Commen Crigeria!

ey Coaenon Crnena for Iaformanen Technelogy Secunty Evaluance,
Part |- Introduction and General Model,
COMSB-2012-09-001, Vierssom 3.1 Revatica 4, Septessher 2012

ey Comnon Critersa for kaformation Tecknology Seawity Evahation,
Patl ity Fusctional Comsponents,
COMB. 2012 Verson 3.1 Revinion 4, Septemsber 2012
o) ch:,-nonu-hhm-rmmm

Assunance Components,
CQMB-2012 Vermon 3.1 Revition 4, Septessher 2012
i aty) ?—Mh“‘l’mmm
COMB-2012-09-004, Versson 3.1, Revision 4, Septemsber 2012
Other Document:
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collsboraave Protecncn Profile for Network Devices
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0.1  Objectives of Document

0. Preface

0.1  Objectives of Document

This document poesents the Common Cntena (CC) cellaborative Prosectica Prodlle (cPP) 10
express the secunty fimcnonal (SFRs) md secunty assurance requerements

(SARs) for a petwork devace. The Activities that specify the actions the evalsator
Er;-nu_nmmusmwmum-em-

0.2 Scope of Document

The wvwe of e 472 willen the Aol —t A R a2 ]

This document presents the Common Criteria (CC) collaborative Protection Profile (¢PP) to
express the security functional requirements (SFRs) and security assurance requirements
(SARs) for a network device. The Evaluation Activities that specify the actions the evaluator s ssegsors, evalusn
performs to determine if a product satisfies the SFRs captured within this ¢cPP are described in

[SD].
0.2 Scope of Document

The scope of the ¢PP within the development and evaluation process is described in the
Common Criteria for Information Technology Security Evaluation [CC). In particular, a ¢Pp  Fiwec
defines the IT security requirements of a generic type of TOE and specifies the functional and =212
assurance security measures to be offered by that TOE to meet stated requirements [CC], Frbmse

Section C.1].

Versicn 2 0 + Errata 20180314
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w012
et | \CRIEIRIE | CICIAE DN ARIUNISMUCU & CLIERWUE Y a-uym

Part 3 Assunance Components,
CQMB-2012 , Versos 3.1 Reviticn 4, Septessher 2012

i aty) g«—-mhmnﬁu‘g&mm
COMB-2012-09-004, Versson 3.1, Revision 4, Septemsber 2012

Other Document:

[§5+0 Evadaaticn Activanes foe Network Device ¢PP, Versiea 20




1.2 TOE Overview

Thas 15 a Collaborative Protection Profile (cPP) whose Target of Evaluation (TOE) 15 a network
device. It provides a munimal set of secunty requirements expected by all network devices that
target the mutigation of a set of defined threats. This basehine set of requirements will be bualt
upon by future cPPs to provide an overall set of secunty solutions for networks up to camer
and enterprise scale. A network device in the context of this ¢cPP 15 a device composed of both
hardware and software that 1s connected to the network and has an mfrastructure role within
the network. The TOE may be standalone or distnbuted, where a distnbuted TOE 1s one that
requires multuple distinct components to operate as a logical whole m order to fulfil the
requirements of this cPP (a more extensive description of distributed network device TOEs 1s
given in section 3).

A Virtual Network Device (vIND) 15 a software implementation of network device functionality
that runs mside a virtual machme. This cPP expressly excludes evaluation of vINDs unless the

product 1s able to meet all the requirements and assumptions of a physical ND as required 1n
this cPP

Thas means:

e The virtualisaton layer (or hypervisor or Vitual Machine Manager (VMM)) 1
considered part of the ND's software stack, and thus 1s part of the TOE and must satisfy
the relevant SFRs (eg by treatng hypervisor Admiumstrators as Secunty
Admunistrators)’. vNDs that can run on multiple VMMs must be tested on each claimed
VMM unless the vendor can successfully argue equavalence.

® The physical hardware 1s likewise mcluded in the TOE (as in the example included

above). vNDs must be tested for each clammed hardware platform unless the vendor can
successfully argue equivalence.

® There 1s only one vND mstance for each physical hardware platform

® There are no other guest VMs on the physical platform providing non-network device
functionality.
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Technology Area and Scope of Supporting Document

This Supporting Document defines the Evaluation Activities associated with
the collaborative Protection Profile for Network Devices [NDcPP].

The Network Device technical area has a number of specialised aspects, such
as those relating to the secure iumplementation and use of protocols, and to the
particular ways 1 which remote management facihities need to be assessed
across a range of different physical and logical interfaces for different types of
frastructure devices. This degree of specialisation, and the associations
between individual SFRs in the cPP, make 1t important for both efficiency and
effectiveness that evaluation activities are gaven more specific interpretations
than those found n the genenc CEM activities

Thas Supporting Document 1s mandatory for evaluations of products that claxm
conformance to any of the following cPP(s):

a) collaborative Protection Profile for Network Devices [NDcPP)

b) collaborative Protection Profile for Stateful Traffic Filter Firewalls
[FWePP).

Although Evaluation Activities are defined mainly for the evaluators to follow,
the defimtions m this Supporting Document aum to provide a common
understanding for developers, evaluators and users as to what aspects of the
TOE are tested i an evaluation aganst the associated ¢PPs, and to what depth
the testing 1s carmed out. This common understanding 1n tum contnbutes to
the goal of ensunng that evaluations against the cPP achieve comparable,
transparent and repeatable results In general the defimtion of Evaluation
Activities will also help Developers to prepare for evaluation by identifying
specific requirements for theirr TOE. The specific requirements m Evaluation
Activities may in some cases clanfy the meaning of SFRs, and may identify
particular requirements for the content of Secunty Targets (especially the TOE
Summary Specification), user gwmdance documentation, and possibly
supplementary information (e.g for entropy analysss or cryptographic key
management architecture - see section 6)
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National Voluntary Laboratory Accreditation
Program - NIST NVLAP

» NVLAP provides accreditation services through various
laboratory accreditation programs (LAPs), which are
established on the basis of requests and
demonstrated need. Each LAP includes specific test or
calibration standards and related methods and
protocols assembled to satisfy the unique needs for
accreditation in a field of testing or calibration.

» Accreditation requirements are established In
accordance with the U.S. Code of Federal Regulations
(CFR, Title 15, Part 285), National Voluntary
Laboratory Accreditation Pro%ram, and encompass the
requirements of ISO/IEC 17025.
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NATIONAL VOLUNTARY LABORATORY ACCREDITATION PROGRAM (NVLAP)

Common Criteria Testing LAP

Requirements Documents f G+ ,

Welcome

This site has been established for applicants to the Common Criteria Testing accreditation program. On this site you will
find important program information and links to documents required for successful participation in the program

& CONTACT
NVLAP COMMON CRITERIATESTING PROGRAM MANAGER

Bradley Moore
bradley.moore@nist, goy

01) 9755740
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1 General information

1.1 Scope

1.1.1  The purpose of this handbook is to set out procedures and technical requirements for accreditation
of Common Criteria Testing Laboratories (CCTLs).

1.1.2  This handbook complements and supplements the procedures and general requirements found in

NIST Handbook 150. The scope of the Common Criteria Testing (ITST CC) program 1s the conduct of
IT security evaluations using the Common Criteria and Common Evaluation Methodology. providing a
measure of confidence that such laboratories are capable of performing Common Criteria Security
evaluations under the requirements of the National Information Assurance Partnership (NIAP). IT
secunity evaluations assess conformance of a Protection Profile (PP). Secunty Target (ST), or IT product
with a specified set of Common Criteria requirements.

1.1.3 The mnterpretive comments and additional requirements contained in this handbook make the
general NVLAP cntena specifically applicable to the ITST CC program. Specific circumstances under
which departures from the NVLAP general procedures are allowable within the scope of the program are
also addressed n this handbook.




Entor NVLAP Lab Code:

NIST HANDBOOK 150-20 CHECKLIST
COMMON CRITERIA TESTING

Instructions 50 the Assessor This checkis! a0Iresses Speciic ACCrediation requirements
prescrited n NIST Handbook 150-20, NVLAP Cormvnon Criforie Testing.

Al boms on this chockis! shall bo addrossed

Seloct “OxC* for each tom you obsorved o vertled a3 complant ot the laboraiory.
Seloct "X for each tom that reprosonis a nonconfonmity

Select "C” for cach Lom on which yOu &0 COMManting for OMer reasons.

Place 2 "NA" Desice any nem Dar does not apply.

Recoed the tem nurmber and the nonconicrmity axplanation andior commant on the
APPIOPIENE COMMen sheet.

Neote: The rumbaring of e checkint fams comalies 10 1he rumberiag schems in NIST
Mandbook 150-20. Clauses 4 and § and Arnex B.

Management requirements for accreditation

B

41

411

a)

412

Organization

The laborsosy shall establish and maietain polces and procedures for
maintairing laboraory Impartality and integrty n the conduct of
rformanion lechnoiogy Socurtly ovalaaions. When conductng
ovaluatiors under he NIAP Common Crieria schema, the laborasory
poicies and procedures shall enscre that

RRoraiory staf membens carnat Dot develop and evaluane the same
Protocson Peofile, Securty Target, o IT product, and

ROy SINT MEMDEns CArNdt Srovice CoNSUiing senvices for and then
Paricpate b he ovaluation of the same Protecton Profile, Securty
Target, o IT product.

The abomory shall have physical and lectionic controls augmenrted with
an explich! policy and set of procodunes 1of mariaining separation, bot
physical and clectroric, betwoen the ROMory evaluions and aboraiory
conseiiants, Sroduct developers, systam iIntagratons, and others who may
have a0 inorest In and'or may urduly Pfuence T eVaION CLICOME.

B o«
L 41a
a2
B
o 422
o a2
s

The management sysiem shal inchude policios and DROCOSURDS 10 oNsU
the protecson of proprenary infommasion. This protection shall specify how
proprietary irformation will be protected from persons outside the
OISy, FOMm vaiton 10 1o boraory, Fom Bboraiory personnel
wRout 3 f0ed 10 know, and fom other unauhortaed persons.

The bormiory shall Creatn and Manian & Sroas-cefenercs documont
mapping causos 4 and $ and anraxes A and B of Mandbook 150 and
clauses 4 and 5 ard arnex B of Hardook 150-20 © Mo abomony's
MArSOMEN SYSIOM GOCUMeniason.

maragement systom that Adly documents the aboraiony's policies,
practices, ard the $peciic stops ko 10 enturo the qualty of the IT
socurty ovaliations

1

The meleroncn documents, stasdards, and publicasons lated n NIST
Handbook 150-20. 1.4 shall bo available for uso by laboraiory staft
devoioping and mairtairing the management sysiem and condecting
ovalations

| —

Each sppicant and accrodned iboratory shall hawe writion and
implemented procedures as desoibed in Anrex 8. Soe Awnex B locaned
of tho and of tVs chockiist

1

Review of requests, tenders and contracts

The procedures for roviow of contracts shall Inchude procedures to onsure
that the RDOOrY has a0eQuate st and AS0urces 10 Meot ks evaluation
schedule and compieie evalLaSONs N 3 Smely manner

NIET HANDBOOK 15020 CHEGKLIST (MEY. 2014.00.25)

PACE T1OF YT

NEST FANDBOOK 15000 O ECKUST REV. 014.00.29)
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ISO/IEC 19790

|
' _l



FIPS 140-2

» Padrdao do Governo Americano (NIST) para seguranca
de modulos criptograficos

» Requisitos contemplam tanto componentes de
hardware quanto de software

» Justificativa: a protecao do moédulo criptografico é
necessaria para manter a integridade e a
confidencialidade da informacao processada pelo
modulo




@ International Organization for Standardization
When the world agrees

Standards All about ISO Taking part Store Search Q
Standards catalogue Publications and products

A Stere  Stasdands catalogee - )CS 35 35000 | ISONEC 19790: 2012

ISO/IEC 19790:2012 =
Information technology -- Security techniques -- Security requirements for cryptographic
modules

This standard was last reviewed and coafirmed in 2018, Therefore this

version remains current.
Buy this standard
ISONIEC 19790:2012 the security requirements for a Cryplographic module wtilised withia a Feemat Language
security system peotecting sensive iaformation In computer and telecommunication =
systems. This Imemational Stasdard defines four securty levels for crypeographic modules v POF Englsh
to provide for 3 wide spectrum of data senstivity (e.g. low value administrative data, millicn Paper Eagheh 3

dolar funds transfers, life protecting data, personal identity information, and sensitive

Infoemation sied By povernment) and & diversity of application esvissaments (e.g. &

guarded facility, an office, removable media, and a completely unpeatected location). This CHF l 7 8
Interaational Standard specifies four security levels for each of 11 requiremest ateas with

each secunty level increasing security over the preceding level.

ISONEC 19790:2012 specifies security sequirements specifically imended 10 maintain the
security provided by a cryptographic madule and compliiance with this International
Standard is not sufficient 10 eadene That & particelar module is secure o that the security
provided by the madule is sufficient and acceptable to the owner of the information that Is
being protected.




FIPS 140-2

» Quatro niveis de seguranca - objetivo de abranger uma ampla
gama de ambientes e aplicacoes

» Os requisitos de seguranca cobrem areas relacionadas ao
projeto e a implementacao do modulo

especificacao do médulo criptografico
- portas e interfaces
- papéis, servicos e autenticacao (RBAC)
- modelo de estados finitos
- seguranca fisica
- ambiente operacional
- gerenciamento de chaves criptograficas
- EMI/EMC
- auto-testes
- garantia de projeto
- mitigacao de ataques



Niveis de Seguranca

> Level 1
- Security Level 1 provides the lowest level of security. Basic

security requirements are specified for a cryptographic module
(e.g., at least one Approved algorithm or Approved security
function shall be used). No specific physical security mechanisms
are required in a Security Level 1 cryptographic module beyond
the basic requirement for production-grade components. An
example of a Security Level 1 cryptographic module is a personal
computer (PC) encryption board.

> Level 2

- Security Level 2 improves upon the physical security mechanisms

of a Security Level 1 cryptographic module by requiring features
that show evidence of tampering, including tamper-evident
coatings or seals that must be broken to attain physical access
to the plaintext cryptographic keys and critical security
parameters (CSPs) within the module, or ﬁick-resistant locks on
covers or doors to protect against unauthorized physical access.



> Level 3

- In addition to the tamper-evident physical security mechanisms
required at Security Level 2, Securiit)y Level 3 attempts to prevent the
intruder from gaining access to CSPs held within the cryptographic
module. Physical security mechanisms required at Security Level 3 are
intended to have a high probability of detecting and responding to
attempts_at physical access, use or modification of the cryptographic
module. The physical security mechanisms may include the use of
strong enclosures and tamper-detection/response circuitr%l that zeroes
all plaintext CSPs when the removable covers/doors of the cryptographic

module are opened.

> Level 4

- Security Level 4 provides the highest level of security. At this security
level, the physical security mechanisms provide a complete envelope
of protection around the cryptographic module with the intent of
detecting and responding to all unauthorized attempts at physical
access. Penetration of the cryptographic module enclosure from any
direction has a very high probability of being detected, resulting in the
immediate deletion of all plaintext CSPs.



Resumo
> vael 1

- funcoes basicas de seguranca
- pelo menos um algoritmo “aprovado”

> Nivel 2

- deteccao de violacao
> Nivel 3

- seguranca fisica

> Nivel 4

- deteccao e resposta a ataques fisicos




FIPS PUB 140-2 TABLE OF CONTENTS

SHANGE NOTICES (12432000

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
(Supercedes FIPS PUB 140-1, 1994 January 11)

SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC
MODULES

CATEGORY: COMPUTER SECURITY SUBCATEGORY: CRYPTOGRAPHY
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Cryptographic Module Validation Program

f G+ ¥

Project Overview
What Is The Purpose Of The CMVP?

On July 17, 1995, NIST established the Cryptographic Module Validation Program (CMVP) that validates cryptographic
modaules to Federal Information Processing Standards (FIPS)140-1, Security Requirements for Cryptographic Modules, and
other FIPS cryptography based standards. FIPS 140-2, Security Requirements for Cryptographic Modules, was released on May
25, 2001 and supersedes FIPS 140-1. The CMVP is a joint effort between NIST and the Canadian Centre for Cyber Security
(CCCS), a branch of the Communications Security Establishment (CSE).

Modules validated as conforming to FIPS 140-2 are accepted by the Federal Agencies of both countries for the protection of
sensitive information.

Vendors of cryptographic modules use independent, accredited Cryptographic and Security Testing (CST) laboratories to test
their modules. The CST laboratories use the Derived Test Requirements (DTR), Implementation Guidance (IG) and applicable
CMVP programmatic guidance to test cryptographic modules against the applicable standards. NIST's Computer Security
Division (CSD) and CCCS jointly serve as the Validation Authorities for the program, validating the test results and issuing
certificates.




What Is The Applicability Of CMVP To The US Government?

FIPS 140-1 became a mandatory standard for the protection of sensitive data when the Secretary of Commerce signed
the standard on January 11, 1994. FIPS 140-2 supersedes FIPS 140-1 and the standard was signed on May 25, 2001.
The applicability statement from FIPS 140-2 (page iv):

7. Applicability. This standard is applicable to all Federal agencies that use cryptographic-based security systems to protect
sensitive information in computer and telecommunication systems (including voice systems) as defined in Section 5131 of the
Information Technology Management Reform Act of 1996, Public Law 104-106. This standard shall be used in designing and
implementing cryptographic modules that Federal departments and agencies operate or are operated for them under contract.
Cryptographic modules that have been approved for classified use may be used in lieu of modules that have been validated

against this standard. The adoption and use of this standard is available to private and commercial organizations.




NISI- earch NIST Q = NIST MENUV

NATIONAL VOLUNTARY LABORATORY ACCREDITATION PROGRAM (NVLAP)

About NVLAP *  Cryptographic and Security Testing LAP

Directory of Accredited
Laboratories f G W
é:'“:&.r.:ﬁ ::':':,::’:.z The Cryptographsc and Security Testing (CST) Laboratory Accreditation Program (LAP), initially named Cryptographic
Module Testing (CMT), was established by NVLAP to accredit laboratories that perform cryptographic modules validation
Accreditation conformance testing under the Cryptographic Module Validation Program (CMVP). In response to other mandates and
Programs requests, additional testing has been added to the program to include algorithm testing for the Cryptographic Algorithm
Validation Program (CAVP), testing to improving the identification and authentication of Federal employees and contractors
for access to Federal facilities and information systems for the NIST Personal identification Verification Program (NPIVP),
Publications and test methods for the GSA FIPS 201 Evaluation Program which build upon NPIVP test methods as the GSA Precursor (GSAP),
Forms testing to validate the implementation of the Security Content Automation Protocol (SCAP) standards within security
Apply for NVLAP software modules, and conformance testing to methods supportive of the Department of Homeland Security’s Identity and
Accreditation Privilege Credential Management; e.g, Transportation Worker identdication Credential (TWIC),

Assessor Resources

::::."dmgmz” Proficiency Testing Requirements
of ILAC Combined Mark Al the present time, there is no ongong established program for proficiency testing of laboratories accredited for

cryptographic and security testing beyond the initial antifact testing that is completed by an initial applicant to the program.




Sistemas de Gestao de
Seguranca da
Informacao

Conceitos basicos e o arcabouco da
ISO27k
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Série de padrdes de seguranca da
iInformacao
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The I1ISO27k Standards - List contributed
and maintained by Gary Hinson
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2018

2013

2013

2017

2016

2011

Information security management Overview/introduction to the I1SO27k standards
systems — Overview and vocabulary as a whole plus a glossary of terms; FREE!

Formally specifies an ISMS against which
thousands of organizations have been certified
compliant

Information security management
systems — Requirements

A reasonably comprehensive suite of information
secunty control objectives and generally-accepted
good practice secunty controls

Code of practice for
information security controls

Sound advice on implementing 1SO27k,

expanding section-by-section on
the main body of ISO/IEC 27001

Information security management — Much improved second version,
Measurement with useful advice on security metrics

Information security management
system implementation guidance

_ - Discusses information risk management principles
Information security risk management in general without specifying particular methods.
Out of date - needs revision




Requirements for bodies providing audt
2015 and certification of information security
management systems

Formal guidance for the certification bodies, with
several grammatical errors - needs revision

2017 Guidelines for mformation security Auditing the management system
management systems awditing elemerts of the ISMS
SOAEC TR 27008 2011 Cuidelines for auditors on Auditing the information security
. . information security controls elements of the BMS
. Guidance for those developing new ISO27k
U EC 27009 2016 Sector Sngggf f’pphca'mn :: SOAEC standards (ie ISO/EC JTC1/SC27 - an internal
sl comnittee standing document really)
- Information security management for Sharing information on information security
SOEC 27010 2015 inter-sector and inter-organsational between industry sectors and/or nations,
communications particularly those affecting “critical infrastructure”
Information sSecurity management Information security controls
111 2016 guidelines for telecommunications for the tedecoms industry;
arganizations based on ISO/EC 27002 also called “ITU-T Recommendation x.1051°
Guidance on the mtegrated i
2015 implementation of ISO/IEC 27001 and ek, et
ISO/IEC 20000-1 crvice Managem

Governance in the context of information security;

- 2013 Covernance of information security will also be called “ITU-T Recommendation X.1054"

2012 ﬁgim:g’: AR Applying ISO27k in the finance industry
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SO/IEC TR 27016 Information security management -

-

Organizational economics

Code of practice for information
security controls for cloud

computing services based on
ISO/IEC 27002

Ll 2015

Code of practice for controls to
protect personally identifiable
information processed in public
cloud computing services

2014

Information security management

2017 guidelines based on ISO/IEC 27002

for process control systems specific
to the energy industry

Competence requirements for
information security management
professionals

2017

Mapping the revised editions of

023 2013 150/iEC 27001 and ISO/IEC 27002

Guidelines for security and privacy
in Internet of Things (loT)

Cuidelines for information and
communications technology
readiness for business continuity

0 2011

Economic theory applied to information
security

Information security controls for cloud
computing

Privacy controls for cloud computing

Information security for ICS/SCADA/embedded

tems (not just used in the energy
stry') excluding the nuclear industry

Cuidance on the skills and knowledge
necessary to work in this field

Belated advice for those updating their ISMSs
from the 2005 to 2013 versions

A standard about the information risk,
security and privacy aspects of loT

Continuity (i.e. resilience, incident management
and disaster recovery) for ICT, supporting
general business continuity
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Cuidelines for cybersecurity lgnore the vague title: this standard
actually concerns Internet security

-1 2015 MNetwork security overview and concepts

-2 2012 Cudelines for the design and
implementation of netwark security

-3 2010 Reference networking scenarios - threats,
design technigues and control issues
SO/AEC 27033 Various aspects of network security,
RQAEC 233 e Securing communications between updating and replacing ISO/IEC 18028
networks using security gateways

-5 2013  Securing communications across networks
wsing Virtual Private Networks (VPNs)

-6 2016 Securing wweless IP network access

1 2011 Application security - Owerview and
concepts
-2 2015 Organization normative framework Multi-part application security standard
-3 DRAFT  Application securty management process
) S
-4 DRAFT Application security validation
3 | Y Promotes the concept of a reusable library of
-5 2017 rotocols anddapp ication security control information security control functions, formally
ata structure specified, designed and tested
-6 2016 Case studies
37 -7 DRAFT Application securily assurance prediction
framework




d

Information security incident
-1 2016 management — Principles of Replaced ISO TR 18044
incident management
Actually concems incidents affecting
— Guidelines to plan and prepare IT systems and networks, specifically

"2 2016 for incident response
-3 DRAFT — Guidelines for ICT incident Part 3 drafting project was cancelled and
response operations?? restarted

Information security for supplier
-1 2014 relationships - Overview and
concepts (FREE!)

-2 2014 — Common requirements Information security aspects of

-3 2013 — Guidelines for ICT supply chain ICT outsourcing and services
security

- — Guidelines for security of cloud

4 services

Cuidelines for identification,

aQAEC 2703 2012 collection, acquisition, and One of several IT forensics standards
preservation of digital evidence

2014 Specification for digital redaction Redaction of digital documents

Selection, deployment and .
2015 operations of intrusion detection IDS/PS
and prevention systems (IDPS)

PN
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Standard

SO/EC 27040

< £r 1Y
_-')..'__k_-.._;_'_'.m

EC TR 27103

Publishe
d

2015

2015

2015

2015

-1 2016

-2 DRAFT

-3 2017

-4 DRAFT

DRAFT

DRAFT

2018

Title

Storage security

Cuidebnes on assuring suitabilty and
adequacy of ncident investigative
methods

Cuidelines for the analysis and
nterpretation of digital evidence

Incident investigation principles and
processes

Electronic discovery - overview and
concepts

Cuidance for govermance and
management of electronic discovery

Code of practice for electronic
discovery

ICT readness for electronc discovery

Security requirements for establishing
wrtualized roots of trust

Information security management
guidelines for cyber insurance

Cybersecurity and ISO and IEC
standards

IT secunty for stored data

Assurance of the integrity of forensic evidence
is absolutely vital

IT forensics analytical methads
The bask principles of eForensics

More eforensics advice

Advice on treatng the risks relatng to eForensics

A how-to-do-it guide to eDiscovery

Cuidance on eDiscovery technology
(tools, systems and processes)

Concerns trusted computing in the cloud

Advice on abtaning msurance to reduce
the costs of cyber nadents

Explains how ISO27k and other 1SO and IEC
standards relate to ‘cybersecurity’ (without defining
the termd)




How to address privacy throughout

Privacy engineering the lifecycle of IT systems

DRAFT Requirements for attribute-based Seems more like an authentication standard
unlinkable entity authentication than ISO27k ... scope creep?

Extension to ISO/IEC 27001 and to

DRAFT ISO/IEC 27002 for privacy Explains extensions to an ISO27k ISMS
management — Requirements and for privacy management
guidelines

Health informatics — Information Infosec management advice

2016 security management in health :
using ISO/IEC 27002 for the health industry
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INTERNATIONAL STANDARD ISO/IEC 27000:2018(E)

Information technology — Security techniques —
Information security management systems — Overview
and vocabulary

1 Scope

This document provides the overview of information security management systems (ISMS). It also
provides terms and definitions commonly used in the ISMS family of standards. This document is

applicable to all types and sizes of organization (e.g. commercial enterprises, government agencies, not-
for-profit organizations).

The terms and definitions provided in this document
— cover commonly used terms and definitions in the ISMS family of standards;
— do not cover all terms and definitions applied within the ISMS family of standards; and

— do not limit the ISMS family of standards in defining new terms for use.




32
attack

attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthortzed
use of an asset

34
control

measure that is modifying risk (3.61)

321
event
occurrence or change of a particular set of circumstances

Note 1 to entry: An event can be one or more occurrences, and can have several causes.
Note 2 to eatry: An event can consist of something not happening.

Note 3 to entry: An event can sometimes be referred to as an “incident” or “accident”,
[SOURCE: 1S0 Guide 73:2009, 3.5.1.3, modified — Note 4 to entry has been deleted ]

3.28
information security
preservation of confidentiality (3.10). integrity (3.36) and avallability (3.2) of information

Note 1 to entry: Im addition, other properties, such as authenticity (1.6). accountability, non-repudiation (1.48),
and refiabi¥ty (3.55) can also be tmvolved.

- Definicdes importantes

374
threat

potential cause of an unwanted Incident. which cam result In harm to a system or orgasization (3.50)

301
risk

effect of uncertainty om objectives (31.49)
Note 1 to entry: A effect is a deviation from the expected — positive or negative,

Note 2 to entry: Uncertalnty is the state, even partial of deficiency of Information related to, wnderstanding or
knowledge of an event, its consequence, or likelihood.

Note J to entry: Risk Is often characterized by reference to potential “events” (as defined in 150 Guide 732009,
3.51.3) sad "consequences” (as defined In 150 Guide 73:2009, 3.6.1.3), or a combisation of these.

Note 4 to entry: Risk i3 often expreased in terms of a combination of the consequences of an event (Inchading
changes Ia circumstances) and the associated “likelihood” (as defined in 150 Guide 752009, 3.6.1.1) of ocourrence.

Note 5 1o entry: In the context of Information secwrity management systems, information security risks can be
expressed a3 effect of uncertainy on information security oljectives.

Note 6 to extry: Information security risk I3 associated with the potential that threats will exploft vulnerabilities
of an Information asset or group of Information assets and therelry cause harm 10 an crganization

377
vulnerability
weakness of an asset or contrel (3.14) that can be exploited by one or more threats (3.74)



ISO/IEC 27000:2018(E)

Control-specific guidelines standards 2703x 2704x
(out of the scope of this document) 1 T

Figure 1 — ISMS family of standards relationships




27000

Overview and Vocabulary

Provides background, terms and definitions apphicable to the ISMS Family of Standards

27007
Audit Gutdemines

|
2éon
Organiranon

22002
Code of Pracoce




Uso de cada padrao...

» -ISO/IEC 27001 — Information technology - Security Techniques - Information
security management systems

» -ISO/IEC 27002 — Code of practice for information security management
» <ISO/IEC27003 — Information security management system implementation guidance
» -ISO/IEC 27004 — Information security management — Measurement

» -ISO/IEC 27005 — Information security risk management

20/ IEC Z2/000 equirements for bodis providing audit and certification o
iformation security management system

E;:_i:‘ ‘_' A 19 { ( |l (| UETTH {

diting

SO/IEC 27035 mation security ir managem

SO/IEC 27C Guidelines for identificatior llection, acquisiti 1gl
yreservation of digital evidence

OBRIGATORIO  IMPORTANTE REFERENCIA SUPORTE
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6 Visdo geral do processo de gestio de riscos de seguranca da informagdo

Uma vis&o de alto nivel do processo de gestlo de riscos é especificada na ABNT NBR 1SO 31000:2009 3.9
@ apresentada na Figura 1. risco

efeito da incerteza nos objetivos
[ABNT ISO GUIA 73:2009]

3
£ 5
- 2
- g o fmccicie ABNT
2 - @ == xso ISO
.'g g GUIA 73
-

Gestio de riscos ~ Vocabuldrio
ot maregement - Vocabulary

Figura 1 ~ O processo de gestiio de riscos




Vulnerabilidade versus Ameaca (27005)

A presenga de uma vulnerabilidade n&o causa prejuizo por si s6, pois precisa haver uma ameacga
presente para explora-la. Uma vulnerabilidade que ndo tem uma ameaca correspondente pode nao
requerer a implementagao de um controle no presente momento, mas convém que ela seja reconhecida
como tal e monitorada, no caso de haver mudangas. Convém notar que um controle implementado
incorretamente, com mau funcionamento ou sendo usado de forma errada pode, por si 6, representar
uma vulnerabilidade. Um controle pode ser eficaz ou nao, dependendo do ambiente no qual ele opera.

Inversamente, uma ameacga que nao tenha uma vulnerabilidade correspondente pode nao resultar
em um risco.
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Data de Publicagdo : 30/09/2015

Titulo Idioma Information technology - Security techniques -- Requirements for bodies providing audit and certification of information
Principal : security management systems
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Resumo : ISO/EC 27006:2015 specifies requirements and provides guidance for bodies providing audit and certification of an
information security management system (ISMS), in addition to the requirements contained within ISO/IEC 17021-1 and
ISO/IEC 27001. It is primarily intended to support the accreditation of certification bodies providing ISMS certification. The
requirements contained in this International Standard need to be demonstrated in terms of competence and reliability by any
body providing ISMS certification, and the guidance contained in this Interational Standard provides additional interpretation
of these requirements for any body providing ISMS certification. NOTE This International Standard can be used as a criteria
document for accreditation, peer assessment or other audit processes.



2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17021-1:2015, Conformity assessment — Requirements for bodies providing audit and certification
of management systems — Part 1: Requirements

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology — Security techniques — Information security management
systems — Requirements




2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are

indisp
refere|

ISO/IE
of mar

ISO/IE
system

1SO/1E
systen

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000
and the following apply.

31

certification documents

documents indicating that a client’s ISMS conforms to specified ISMS standards and any supplementary
documentation required under the system

4 Principles
The principles from ISO/IEC 17021-1, 4 apply.




indisp
refere|

ISO/IE
of mar

ISO/IE
system

1SO/1E

systen

The following documents, in whole or in part, are normatively referenced in this document and are
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000
and the following apply.

2 Normative references

31
certifiq
docum
docum

4 Pr
The pri

5 General requirements

5.1 Legal and contractual matters
The requirements of ISO/IEC 17021-1, 5.1 apply.

5.2 Management of impartiality

The requirements of ISO/IEC 17021-1, 5.2 apply. In addition, the following requirements and
guidance apply.




2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are

indisp
refere|

ISO/1H
of mar

1SO/1E
systen

1SO/1E
systen

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000
and the following apply.

31
il 5 General requirements

docum

5.1 Legal and coantractual matters

docum

Therd © Structural requirements
4 Pr The requirements of ISO/IEC 17021-1, 6 apply.

5.2
The pri
The r| 7 Resource requirements
guida

7.1 Competence of personnel

The requirements of ISO/IEC 17021-1, 7.1 apply. In addition, the following requirements and
guidance apply.




2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispl 3 Terms and definitions

refere|

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000
ISO/IB 2 nd the followi
of mar and the following apply.

1SO/1H aimm 5 General requirements
SYSEEM  docum

Legal and contractual matters
1S0/1§ docum 51
systen Therd © Structural requirements

4 Pr The requirements of ISO/IEC 17021-1, 6 apply.

52
The pri
The | 7 Resource requirements

guida 7.1.1 IS 7.1.1 General considerations
7.1

e

7.1.1.1 Generic competence requirements

The certification body shall ensure that it has knowledge of the technological, legal and regulatory
developments relevant to the ISMS of the client which it assesses.

The certification body shall define the competence requirements for each certification function as
referenced in Table A.1 of ISO/IEC 17021-1. The certification body shall take into account all the
requirements specified in ISO/IEC 17021-1 and 71.2 and 7.2.1 of this International Standard that are
relevant for the ISMS technical areas as determined by the certification body.

NOTE Annex A provides a summary of the competence requirements for personnel involved in specific
certification functions.




2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are

indisp
refere|

ISO/1H
of mar

1SO/1E
systen

1SO/1E
systen

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000
and the following apply.

31
certifiq
docum
docum

4 Pr
The pri

5 General requirements

51
The rd

5.2

The n
guida

Legal and cantractual matters
6 Structural requirements

The requirements of ISO/IEC 17021-1, 6 apply.

7 Resource requirements
7.1.1 IS 7.1.1 General considerations

7.1

The j 7.1.1.1 Generic competence requirements

Buidal The certification body shall ensure that it has knowledge of the technological, legal and regulatory

developments relevant to the ISMS of the client which it assesses.

The certif{ 7.1.2.1.3 Information security management system standards and normative documents

fi ed
::qeur;x:;e Auditors involved in ISMS auditing shall have knowledge of:

relevantfa ;) a1 requirements contained in ISO/IEC 27001.

?%?mﬁ o; Collectively, all members of the audit team shall have knowledge of:

b) all controls contained in ISO/IEC 27002 (if determined as necessary also from sector specific
standards) and their implementation, categorized as:




Cdodigo de pratica

qnhecer a r\orma ABNT NBR ISO/IEC 27002:2013 e
selecionar, 'i acionar e combinar

seus controles.

strutuB
seus obje

ﬁvgggées da norma ABNT NBR ISO/IEC 27002:2013 e




Estrutura da 27002

» Apresentacdo da norma ABNT NBR ISO/IEC
27002:2013:

» Possui 14 secoes.
» Possui 35 objetivos de controle.
» A versao atual possui 114 controles.




\

ABNT NBR ISO/NEC 27002:2013

Codigo de Pratica para controles
de seguranca da informacdo

/
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Objetivo Limitar o acesso a informagao e aos recursos
de processamento da informagao.

_| 9.1. Requisitos do negécio
para controle de acesso

—[ 9.1.1 . Politica de controle de acesso

9.1.2 . Acesso &s redes e aos servigos de rede

Objetivo Assegurar acesso de usuario autorizado
€ prevenir acesso nao autorizado a
sisternas e senvigos.

o 9.2.1. Registro e cancelamento de usuario

- 9.2 2. Provisionamento para acesso de usuario

o 9.23 . Gerenclamento de direitos de acesso privilegiados

9.2 . Gerencamento de

acesso do usuario 92 4 Gerenclamento da informaco de autenticag3o
secreta de usudrios

o 9.25 _Andlise critica dos direitos de acesso de usudrio

| 9.2.6. Retirada ou ajuste dos direitos de acesso

|| 9.3. Responsabilidades
dos usuarios
®
Figura 2.9
9.4 . Controle de acesso ao Categorias de
B sistema e 3 aplicagdo controle de

O seguran¢a91e92




Figura 2.10
Secao 9 -
Categorias de
controle de
seguranga9.3eS4
om seus controles.

9.1 . Requisitos do negécio

para controle de acesso
®
9.2 . Gerencamento de
acesso do usudrio
®
9.3 . Responsabilidades
dos usuarios

_{

9.4 Controle de acesso ao
sistema e a aplicagao

Objetivo Tornar os usuarios responsaveis pela protecao
das suas informagdes de autenticacao.

9.3.1 . Uso da informagdo de autenticagdo secreta

Objetivo Prevenir 0 acesso ndo autorizado aos
sistemas e aplica¢des.

9.4.1 . Restricdo de acesso a informagdo

] 9.4.2 . Procedimentos seguros de entrada

no sistema (/og-on)

943 _ Sistema de gerenciamento de senha

"[ 9.4.4 . Uso de programas utilitarios privilegiados

945 . Controle de acesso ao codigo-fonte de programas




Sistema de Gestao da
Seguranca
da Informacao

Apresrgrr}tag ma visdo geral e escopo do Sistema de Cestdo da
nforma %o GSl), assim como uma andlise critica e

fietalhamento dos controles.




NORMA ABNT NBR
BRASILEIRA ISO/IEC

27001

Segunda edig¢ao
08.11.2013

Vdlida a partir de
08.12.2013

Tecnologia da informacao — Técnicas de
seguranca — Sistemas de gestao da seguranca
da informacao — Requisitos

Information technology — Security techniques — Information security
management systems — Requirements




Visdo geral e escopo

» O Modelo de Sistema de Gestao de Seguranca da
Informacao (SGSI) integra a estratégia

» da organizacao, sendo influenciado por fatores como:
> Necessidades e objetivos.

» Requisitos de seguranca.
» Processos.

» Estrutura organizacional.




Partes
interessadas

Expectativas ¢
requisitos de
segurancada

informacdo

Plan

Estabelecimento

SGSI

Implementacaoe

operagao doSGSI

Act

Manutengaoe
melhoria do SGSI

<

o

Monitoramento
e analise critica
do SGSI

Check

Partes
interessadas

Seguranca da
informacdo
gerenciada




Sistema de Gestao da Seguranca da
Informacao (SGSI)
» Requisitos gerais:

» A organizacao deve estabelecer, implementar, operar,
monitorar, analisar criticamente,

» manter e melhorar o SGSI.
» Estabelecendo e gerenciando o SGSI.
» Requisitos da documentacao.




Estrutura da Norma

27001:2013




4. Contexto da Organizagao

» Entendendo a organizacao e seu contexto.

» Entendendo as necessidades e as expectativas das
partes Interessadas.

» Determinar o escopo do sistema de gestdao da
seguranca da informacao.

» Sistema de gestdao da seguranca da informacao.



5. Lideranca
» Lideranca e comprometimento.

» Politica.

» Autoridades, responsabilidades e papéis
organizacionais.



6. Planejamento

» 6.1 Acdes para contemplar riscos e oportunidades.
- Geral.
- Avaliacao de riscos de seguranca da informacao.
- Tratamento de riscos de seguranca da informacao.

» 6.2 Objetivo de seguranca da informacao e
planejamento para alcanca-los.



|
/. Apoio

» Recursos.

» Competéncia.

» Conscientizacao.
» Comunicacao.

» Informacao documentada.
- Geral.
- Criando e atualizando.
- Controle da informacao documentada.



8. Operacao

» Planejamento operacional e controle.

» Avaliacao de riscos de seguranca da informacao.
» Tratamento de riscos de seguranca da informacao.



9. Avaliacdo do desempenho

» Monitoramento, medicdao, analise e avaliacao.
» Auditoria interna.
» Analise critica pela Direcao.



10. Melhoria

» Nao conformidade e acao corretiva.
» Melhoria continua.



A. Anexo

» Controles e objetivos de controle.

» Alinhados com a ABNT NBR ISO/IEC 27002:2013
(Secdes 5 a 18). Anexo
Referéncla aos controles e objetivos de controles

Os contsoles ¢ chjptvos de controles Istados na Tabela A1 3bo dervades cretaments @ ewlo
alinhados com agueles kstados na ABNT NBR ISONEC 270022013 1], Seples 5 a 18, @ dovem ser
usados em aknhbamento com 6.1.3

Tabela A1 - Objetivos de controle @ controles

Ll Ll . . . .
Ll L. T N

Objetivo: Prover orientagio da Diveglio @ apoio parn a seguranca da informagho de aooedo com
08 rogQuisios do NeQAcio @ Com as lois ¢ reguamentagtes relevantos.

AS1.1 Folices pam seguranca da | Contde
informacio Um conjumio de pollticas de seguranca da
irformacio dove sor definido. aprovado pela

'u.az 'mmmm Controle




7001 vs. ISO 27002 - Dejan Kosutic

e across both the |1SO 27001 and the ISO 27002, you probably noticed that ISO 27002 is much mor
ch more precise - so, what's the purpose of ISO 27001 then?

£ a1 you cannot get certified against ISO 27002 because it is not a management standard. What does a

t standard mean? It means that such a standard defines how to run a system and in case of ISO
efines the information security management system (ISMS) - therefore,

pement system means that information security must be planned, implemented. monitored, reviewed,

ed It means that management has its distinct responsibilities, that objectives must be set, measured

pd, that internal audits must be carried out and so on. All those elements are defined in ISQ 27001,
ISO 27002.

s in ISO 27002 are named the same as in Annex A of ISO 27001 - for instance, in ISO 27002 cont
ed Contact with authorities, while in ISO 27001 it is A6.1.6 Contact with authorities. But, the

s in the level of detail - on average, ISO 27002 explains one control on one whole page, while I1SO
cates only one sentence to each control.

difference is that ISO 27002 does not make a distinction between controls applicable to a particular
, and those which are not. On the other hand,

m order to identify for each control whether it is required to decrease the risks, and if it is, to which
ould be applied.

bn is: why is it that those two standards exist separately, why haven't they been merged, bringing

e positive sides of both standards? The answer is usability - if it was a single standard, it would be

x and too large for practical use.

lard from the ISO 27000 series is designed with a certain focus - if you want to build the foundatio

ion security in your organization, and devise its framework, you should use ISO 27001; if you want t




5 Polticas de seguranca da informacdo
51 Orlertagho da divegho para seguiangs da Informagho
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27001 vs 27002 R
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O que é avaliacao da conformidade

» Conjunto de técnicas e atividades que tém por
objetivo garantir que um produto, processo, servico,
sistema de gestdao, pessoa ou organizacao atende a
um conjunto de requisitos.

- Exemplos dessas técnicas e atividades incluem estimacao,
auditoria, calibracao, avaliacao, exame, inspecao, e teste

- Podem resultar numa declaragdao de conformidade pelo
fornecedor, numa certificacao ou numa acreditacao

» Requisitos especificos para produto, processo, servico,
sistema de gestdo, pessoa ou organizacao sao
encontrados em documentos normativos tais como
regulacoes, padroes e codigos de pratica



@ Padroes e Avaliacdo da Conformidade

> A ISO (International Organization for Standardization)
e a IEC (International Electrotechnical Commission)
possuem publicacdes internacionais sobre avaliacao
da conformidade

- Essas publicacdes internacionais sao amplamente
reconhecidas e usadas nos mais diversos setores e atores
para atividades de avaliacao da conformidades



Regulacdo, padrbes e avaliacao da
conformidade

» Regulacdes sao usadas em todo o mundo e a
maioria dos exemplos faz referéncia a métodos de
avaliacao da conformidade para atestar o
atendimento a requisitos descritos em padroes

- Tais padroes podem ser internacionais, nacionais, ou
mesmo locais

- Em alguns casos, apenas partes dos padroes sao
mandatorios

» Regulacdes podem incluir requisitos para a avaliacao
da conformidade




Regulacdo, padrbes e avaliacao da
conformidade

» Basear a avaliacao da conformidade em padrdes
Internacionais favorece o reconhecimento do
processo como bem-fundamentado e legitimo.

» Avaliacao da conformidadede acordo com padrodes
Internacionais evita que regulacdes adicionem custos
desnecessarios e questionamentos quanto a barreiras
técnicas ao comércio



Técnicas de avaliacdo da conformidade

» Avaliacdo (assessment) da competéncia técnica de
uma organizacao;

> Auditoria de um sistema de gestao de uma
organizacao;

» Avaliagcdo (evaluation) de um produto, processo ou
servico em relacao a um conjunto de requisitos;

» Exame da competéncia de uma pessoa;
> Inspecao de uma instalacao, produto ou servico;
> Teste de uma caracteristica de produto.



Padrdes mais relevantes
> ISO/IEC DIS 17000 [Under development]

- Conformity assessment -- Vocabulary and general principles

» ISO/IEC 17011:2017

- Conformity assessment -- Requirements for accreditation bodies
accrediting conformity assessment bodies

» ISO/IEC 17020:2012

- Conformity assessment -- Requirements for the operation of
various types of bodies performing inspection

» ISO/IEC 17021 (vérias partes)

- Conformity assessment -- Requirements for bodies providing audit
and certification of management systems

» ISO/IEC 17025:2017

- General requirements for the competence of testing and
calibration laboratories



Padroes mais relevantes
» ISO 17034:2016

- General requirements for the competence of reference material
producers

» ISO/IEC 17040:2005

- Conformity assessment -- General requirements for peer |
gssdessment of conformity assessment bodies and accreditation
odies

> ISO/IEC 17043:2010

- %Zort'\,formity assessment -- General requirements for proficiency
esting

> ISO/IEC 17065:2012

- Conformity assessment -- Requirements for bodies certifying
products, "processes and services

» ISO/IEC 17067:2013

- Conformijty assessment -- Fundamentals of product certification
and gui e)flnes or product certlafllgatlon scfufmes



ORGANISMOS DE
AVALIACAO DA
CONFORMIDADE




Organismos de Avaliacao da Conformidade

Padrao Primeira Segunda Terceira
internacional Parte Parte Parte
Laboratério de Ensaios [ISO/IEC 17025 |® K, K,
e Calibracao
Organismos de Inspecao |ISO/IEC 17020 | ® ®
Organismos de ISO/IEC 17024 P
Certificacao de Pessoas
Organismos de ISO/IEC 17065 ?®
Certificacao de
Produtos, Processos e
Servicos
Organismos de ISO/IEC 17021 K,

Certificacao de Sistemas
de Gestao




